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2. Introduction

2.1. Overview

The purpose of this document is to provide the steps required to configure BackupAddict
0365 backup and restore. This document explains the preliminary application permissions
that is required for 0365 backup and restore. To perform the following configurations, the
user must be signed in as a Global administrator for their 0365 account.

2.2. Application Registration

1. Login to azure portal from https://portal.azure.com.
2. Sign up with 0365 Global administrator account.
3. Click App Registration from the list of Azure services on the home page.

D 9

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev
plus 12 months of popular free services with Azure Active Directory Tools for Teaching after you verify your academic status.

Azure services

- - E
= > e & = %] L 2 -
Create a App Azure Active Virtual App Services Storage 5QL databases Azure Azure Cosmos  More services
resource registrations Director machines accounts Database fo.. DB

4. Inthe App registrations page, click New Registration

5. In the Register application screen enter the name of the application and under
supported account types, select “Accounts in any organizational directory (Any Azure AD
directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)”.
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Register an application

" Name

The user-facing display name for this application (this can be changed later)

I test app registration ~

Supported account types

who can use this application or access this API?

O Accounts in this organizational directory only (Remote Backup Systems only - Single tenant)

(O Accounts in any organizational directory {Any Azure AD directory - Multitenant)

(®) Accounts in any organizational directory {Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

() Ppersonal Microsoft accounts only

Help me choose..,

By proceeding, you agree to the Microsaft Platform Policies o

6. Click Register
7. The application registration process completes and displays the application details.

fu testapp registration

2 Bearch (ctrl+)) « [l pelete & Endpoints [El Preview features

B overview @ Gota second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer]. =
& Quickstart
“ Essentials
# Integration assistant
Display name Supported account types : All Micro count users
Manage Application (client) 1D © e574ef5f-cba3-4bf4-aff5-c10e4c0c3434 Redirect URIs : Add a Redirect URI
= Eranding Directory (tenant) D c650425-84b0-49f1-86a6-bad39fsazga2 Application 1D UR : add an Application ID UR)
D Authentication Object ID dofb32ae-7d77-4bf3-0ed3-Thes02Teafef Managed application in L. : test app registration
Certificates & secrets - . P X
@ Welcome to the new and improved App registrations. Locking to leam how it's changed from App registrations (Legacy)? Leam more
Il Token configuration
ieci X
< API permissions 0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph, We will continue to provide technical
support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Micrasoft
@ Expose an APl Graph. Learn more
& App roles | Preview
x
¥ Oumers A\ Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. Add MPN 1D to verify publisher
% Roles and administrators | Pr..
E Manifest

. Call APIs Documentation

8. Make a note of Application (Client ID).
9. Inthe left navigation pane, click “Certificates & Secrets” link.
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i testapp registration =

2 Eearch (ctrl+/) « @ Delete D Endpoints [l Preview features

~
B overview @ Got 2 second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer]. =
& Quickstart
# Essentials
# Integration assistant . ) )
Display name tast app registration supported account types : All Microsoft account users
Manage Application (client) 1D : e674efSf-cbe3-4bf4-aff5-c10e4c0c3434 Redirect URIS : Add a Redirect URI
= Branding Directory (tenant) ID ! c650f425-84b0-49f1-B6a6-bad39Ba29a2 Application ID URI : Add an Application ID URI
Object ID dofb32as-7d77-4b13-0ed3-7hes02Teafef Managed application in L. : test app registration

3 Authentication

i ®
Certiicates & secrets @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy]? Leam more

il Token configuration

— . . - . 5
¥ APl permissions @ Storting June 30th, 202 Il o longer add any new features to tive Directory. ibrary (ADAL) and Azure AD Graph, We will continue to provide technical
support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microseft
@ Expose an API Graph. Leamn more
& App roles | Preview
. . ®
¥ Oumers A\ Starting November 9th, 2020 end users will no longer be able to grant censent to newly registered multitenant apps without verified publishers. Add MPN D to verify publisher

= Roles and administrators | Pr...

[ Manifest

» Call APIs Documentation

10. In the Certificates & Secrets page, Click New Client Secret under Client Secrets section.

test app registration | Certificates & secrets =

2 search (Ctrl+/) « < Got feedback?

B overview =
& Quickstart T Upload certificate
# Integration assistant Thumbprint Start date Expires o}
Manage Mo certificates have been added for this application.
= pranding
3 Authentication
Certificates & secrets Client secrets
1l Token configuration A secret string that the application uses to prove its identity when requesting a token, Also can be referred to as application password,

S AP permissions
+ New client secret

@ Expose an API
Description Expires Value D
& App roles | Preview
B owners No dlient secrets have been created for this application
w4 Roles and administrators | Br...

@ Manifest

11. In the Add a Client Secret window, enter the description of the client secret and select
“Never” under expired options and click Add button.
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test app registration | Certificates & secrets # -
2 Search (Ctri+/) «  Got feedback?
B overvie L
verew Add a client secret
& Quickstart Description
# Integration assistant ‘ test secret
Manage Expires
O i1 year
B eranding O 02 years
D Authentication @ Mever
Certificates & secrets —
o e
{Il Token configuration
<~ API permissions
t New client secret
@ Expose an API
Description Expires value ]
& App roles | Preview
¥ ouners No dient secrets have been created for this application
& Roles and administrators | Pr..
[ Manifest
v

12. New client secret is added. Copy the value of the client secret.

test app registration | Certificates & secrets = -

|,0 search (Ctrl+/ « 7 Got feedback?
B overview ) Copythe new client secret value. Vou won't be able to retrieve it after you perform another operstion or leave this blade.

& Quickstart

#' Integration assistant a
“+ Upload certificate
Manage . .
Thumbgprint Start date Expires ]
B sranding
o No certificates have been added for this application.
D Authentication
Certificates & secrets

1! Token configuration Client t
lent secrets
9 AP permissions
A secret string that the application uses to prove its identity when requesting a token. Alsa can be referred to as application password.
@ Expose an API

& App roles | Preview + New client secret

B Owners Description Expires Value D

u Roles and administrators | Pr. test secret 12/31/2299 60kQ3TK-MGIrg.scB-0ckUSE3-ink31sa M| 1dc55613-efas-4c01-0208-dd 191301285 Ty [&]
@ Manifest

Note: Copy the client secret value. You will not be able to retrieve this value later.

2.3. Configuring Permissions

The administrator needs to add a specific set of application permissions to perform 0365
backup and restore. The following are the steps to add APl permissions:

1. Click APl permissions link on the left navigation pane from the newly registered
application.
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me H 1
i% testapp registration X
Search (Ctrl+/) Delete & Endpoints [ Preview features
B -
Overview @ Got 2 second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
& Quickstart
 Essentials
# Integration assistant
Display name test app registration supported accou  All Microsoft account users
Manage Application (client) ID : e674eff-cb83-4bfd-affs-c10e4c0c3434 Redirect URis : Add a Redirect URI
& Branding Directory (tenant) D : c650f425-84b0-49f1-86a6-bad39f8a29a2 Application ID URI + Add an Application ID URI
S Aithentcaicn Object ID dofb32ae-7d77-4bf3-0ed3-7bes027eafef Managed application in L. © test app registration
x
Certificates & secrets @ Welcome to the new and improved App registrations. Looking to leam how it's changed from App registrations (Legacy)? Learn more
1l Token configuration
@ Sterting June 30th, 2020 we will no longer add any new festures to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical 3
support and security updates but we vall no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft
@ Expose an AP Graph. Leam more
& App roles | Preview
x
W Swars A\ Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. Add MPN ID to verify publisher
w4 Roles and administrators | Pr...
I Manifest 5
v Call APIs Documentation
5 test app registration | APl permissions & - X

P search (Ctri+/) « (0 Refresh | 0 Got feedback?

-
B overview
& Quickstart X
A\ starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. Add MPN 1D to verify publisher
# Integration assistant
Manage 5 e - - . X
@ The " Admin consent required” column shows the default value fer an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the
2 srancing walue in your organization, of in organizations where this app will be used. Learm more
D Authentication
Configured permissions
Certificates & secrets N
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
[l Token configuration include all the permissions the application needs. Learn more about permissions and consent

e + Add a permission + Grant admin consent for Remate Backup Systems

@ Expose an API
" API / Permissions name Type Description Admin consent req... Status

& App roles | Preview

~Microsoft Graph
I owners
UserRead Delegated  Sign in and read user profile No
& Roles and administrators | Pr...
B Manifest
« o view and manage permissions and user consent, try Enterprise applications

2. Click Add a Permission. Request API permissions screen appears.

Home > App registrations > test app registration

Request API permissions
= test app registration | APl permissions  #

Select an API
5} ) . I3
Search (Ctri+/ O Refresh | O Gotfeedback? | wyerocon apis  Apls my organization uses My APIs
B Overview "
Commonly used Microsoft APIs
& Quickstart

A\ stating November 9th, 2020 end ut

" Microsoft Graph
# Integration assistant — icr rap
\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
Manage ’ Access Azure AD, Excel, Intune, Outlock/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
9 @ The "Admin consent required” colu single endpoint.
= sranding value in your erganization, of in org

D Authentication
Configured permissions

Certificates & secrets Azure DevOy Azure Service Mar t Data Export Service for
applications are authorized to call APls G ure DevOps A\ Aauce Service Managemen Microsoft Dynamics 365
1I! Token configuration include all the permissians the applicat Integrate with Azure DevOps and Azure Programmatic access to much of the Export data from Microsoft Dynamics
DevOpsserver functionality le through the Azure CRW to an extemal
- APl permissions + nddapermission + Grant ad portal destination
@ Expose an API
P API { Permissions name
& App roles | Preview
- v Microseft Graph (1) a Dynamics 365 Business Central D Dynamics CRM L) Flow Service
Qwmers
User.Read Programmatic access to data and Access the capabilities of CRM business. Embed flow templates and manage flows
."" Roles and administrators | Pr... functionality in Dynamics 363 Business software and ERP systems.
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3. Under Microsoft APIs tab, click Microsoft Graph API.
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D Authentication

@ Expose an API
& App roles | Preview
P

Ovmers

Home > App registrations >

test app registration

- test app registration | APl permissions  #

A Starting November Sth, 2020 end u

Configured permissions

| adda permission ~/ Grant ad
AP / Permissions name
~ Microseft Graph (1)

UserRead

Request API permissions

Select an API
e T ~ |
[ search (cii+s O Refresh <2 Got feedback Microsoft APls  APls my arganization uses My APls
B overview =
Commonly used Microsoft APls
& Quickstart

. Microsoft Graph
#' Integration assistant — icrosoft Grap
\ Take advantage of the tremendous amount of data in Office 385, Enterprise Mobility + Security, and Windows 10)
Mansge ’ Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMlate, SharePoint, Planner, and more through
v
9 @ The “Admin consent required” colu A single endpoint.
= Eranding value in your arganization, ar in arg

c Dynamics 365 Business Central

Programmatic access to data and
functicnality in Dynamics 363 Business

b Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

Certificates & secrets Azure DevDy Azure Service Mas " Data Export Service for
applications are authorized to call APIs G ure G £, Aauce Service Managemen Microsoft Dynamics 365
II! Token configuration include all the permissions the applicat Integrate with Azure DevOps and Azure Programmatic access to much of the Export data from Microsoft Dynamics
DevOps server functionality available through the Azure CRM organization to an extemal
- APl permissions portal destination

/%) Flow Service

Embed flow templates and manage flows

& Roles and administrators | Pr...
Contrat

Microsoft Graph APl permissions window appears.

4. Inthe Microsoft Graph API permissions window, click Application Permissions.

Home > App registrations > test app registration

Request API permissions X
- test app registration | APl permissions  #

€ 4l &P

O search (Ctrl+)) « () Refresh

© Gotfeedback? a) Microsoft Graph
hitpsy//graph.microsoft.com/ Docs of

B oveniew What type of permissicns does your application require?

& Quickstart

A\ Starting November 9th, 2020 end u: Delegated permissions Application permissions

# Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed- in user.

Manage

@ The “Admin consent required” colu
value in your organization, or in ort

= Branding
D Authentication
Configured permissions
Certificates & secrets
Applications are authorized to call APIs
il Token configuration include all the permissicns the applicat

AFI pETmissions: Add a permission /' Grant ad

-
@ Expose an API .
API / Permissions name

&& App roles | Preview
“Microsoft Graph (1)
B owners
UserRead
s Roles and administrators | Pr...
@ Manifest .
w  Toview and manage permissions and | Add permissic iscard

This select permissions option is now available. The administrator can search the
permissions from the search box and add them.
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Home > App registrations > test app registration Request API permissions %
- test app registration | AP| permissions &
< All APIs
D search (cirl « () refresh < Got feedback? & Microsoft Graph
https://graph.microsoft.com/ Docs
at type of permissions does your application require:
B overview Wh " jons does yr ’ z
& Quickstart
A\ Starting November 9th, 2020 end u: Delegated permissians Application permissions
# Integration assistant Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Manage R -
@ The "Admin consent required” colu
= sranding L T R —— o
D authentication . . [[2 start typing a reply urito filter these results
Configured permissions
Certificates & secrets issi i i
Applications are authorized to call APis Permission Admin consent required
Il Token configuration include all the permissicns the applicat
> AccessReview
APl permissicns + Add a permission ~* Grantad
& Expose an API i
P API / Permissions name > AdministrativeUni
& App roles | Preview . )
 Micre i (|
crosoft Gragh (1) > Agreementacceptance
. Ouners
UserRead
2 Roles and administrators | Pr...
M Manifest B B R - -
~  Toview and manage permissions and 1 Add permissi Discard
5. Inthe search box, type files. The list of permissions related to files appears.
Home > App registrations > test app registration Request API permissions %
- test app registration | AP| permissions #
CAll APIs
£ Search (Ctri+/) \u O Refresh | < Got feedback? e Microsoft Graph
https://graph.microsoft.com/ Docs
~
B overview What type of permissians does your application require?
& Quickstart
A\ starting November 9th, 2020 end u: Delegated permissions Application permissions
#' Integration assistant Vour spplication needs to access the AP as the signed-in user Your application runs 25 a background service or daemon without &
signed-in user,
Manage
& @ The"Admin consent required” colu
= eranding value in your organization, orin ot ¢ permissions expand.al
2 Authentication [Fhied =
Configured permissions
Certificates & secrets issit
Applications are authorized to call APls Permisslon Admin consent required
1l Token configuration include &l the permissions the applicat
> Files
oy + add a permission " Grant ad
@ Expose an API
P AP / Permissions name > OnPremisesPublishingProfiles
& App roles | Preview
v Microsoft Graph (1)
. Owners
UserRead
& Roles and administrators | Pr...
B Manifest -
v Toview and manage permissions and » Add permissions Discard
<
Home > App registrations > test app registration Request API permissions %

P Search (Ctri+/) «
B Overview
& Quickstart

# Integration assistant

Manage

™ Branding

D Authentication
Certificates & secrets

il Token configuration

2 API permissions.

& Expose an API

& App roles | Preview

~

- test app registration | APl permissions =

O Refresh <2 Got feedback?

A\ starting November 9th, 2020 end w

@ The “Admin consent required” colu
value in your crganization, o in arg

Configured permissions

applications are authorized to call APIs
include all the permissions the applicat

+ add a permission ' Grant ad

API / Permissions name

CAll APIS

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP s the signed-in user,

Select permissions

Application permissions

Your application runs as a background service or daemon withouta
signed-in user.

expand all

5 files.

Permission
N Files

D Files.Read.All &
Read files in all site collections
O Files. ReadWrite.All
Read and write files in all site collections

Admin consent required

BackupAddict.co




BackupAddict 0365 Configuration Manual

7. Select Files.Read.All and Files.ReadWrite.All and click Add Permissions.
8. Inthe similar way, add the following permissions.

~ Micrasaft Graph (16
Directory-Read.All Application  Read directory data Yes @ Granted for Remote Bac
Application  Read and write directory data Yes @ Granted for Remote Bac,
Application  Read files in all site collections Yes @ Granted for Remote Bac
Application  Read and write files in all site collections Yes @ CGranted for Remote Bac,
Wail Read Application  Read mail in all mailboxes es & Granted for Remote Bac
Mail ReadBasic application  Read basic mail in all mailboxes es @ Granted for Remote Bac,, *+=
Mail ReadBasicAll Application  Read basic mail in all mailboxes ves @ Granted for Remote Bac,, ++=
Mail ReadWrite Application  Read and write mail in all mailboxes ves @ Granted for Remote Bac,, *+»
Mail Send Application  Send mail as any user es @ Granted for Remote Bac,, *++
Sites FullControl All Application  Have full control of all site collections Ves @ Granted for Remote Bac,, +++
Sites.Manage.All Application  Create, edit, and delete items and lists in all site collec.. Yes @ Granted for Remote Bac | ==+
Sites.Read Al Application  Read items in all site collectians (preview) Ves @ Granted for Remete Bac,, ++=
11 Sites.ReadWrite. All Application  Read and write items in all site collections (preview) ves @ Granted for Remote Bac |, »+e

Directory.Read.All

Directory.ReadWrite.All

' Files.Read.All

' Files.ReadWrite.All
' Mail.Read

' Mail.Read.Basic

' Mail.ReadBasic.All
' Mail.ReadWrite

' Mail.Send

' Sites.FullControl.All
’ Sites.Manage.All

' Sites.Read.All

Sites.ReadWrite.All

9. After adding all the permissions, the admin consent should be granted for all the
selected permissions. Click “ Grant admin consent for user”
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- test app registration | AP| permissions = - X
P Search (Ctri+)) « O Refresh <2 Got feedback?
n
B overview o granted odmin consent for the requested p
& Quickstart
# Integration assistant £
@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This columin may not reflect
the value in your organization, or in organizaticns where this app will be used, Leam mare
Manage
= eranding
Configured permissions
D Authentication Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
Certificates & secrets include all the permissions the application needs. Learn more about permissions and consent
1l Token configuration + adda penmissio.l +/ Grant admin consent for Remote Backup Systems I
< APl permissions API / Permissions name Type Description Admin consent req... Status
@ Expose an APl “ Microscft Graph (3)
& App roles | Preview Files.Read.All Application  Read files in all site collections Yes @ Grented for Remote Bac,,, «+*
i Ovmers Files ReadWrite.All Application  Read and write files i all site collections ves @ Gremed forRemoteBac, ++*
& Roles and administrators | Pr... UserRead Delegated  Sign in and read user profile No © Granted for RemoteBac,, +++
M| manifest
10. Similarly, APl permissions should be added to Office 365 Exchange Online. Click API
Permissions from left navigation pane and click Add Permission (Refer Steps 1 and 2).
.. . “ . . ”
11. In the Request APl Permissions screen, click on “APls my organization uses” tab.
Home > App registrations > test app registration Request AP| permissions «
5 test app registration | AP| permissions =
Select an API
) I -
earch (Ctri+/) 4 O Refresh | Gotfeedbackh e Lo My 4Pls
B overview @ Successfully granted sdmin consen s in your directory that expose APIs are shown below
& Quickstart
R 2 start typing an AP name or Application 1D
# Integration assistant
@ The “Admin consent required” colu Name Application (client) ID
Manage the valug in your organizstion, or ir
& Office 365 Management APIs £5393580-1805-4401-95e8-94b7 a6ef2fc2
L Bra"dmg Cor’\ﬁgured permiss"ons KaizaladctionsPlatform 9bb724a5-4639-438¢-069b-2184b2b 16264
D authentication Applications are authorized ta call APl Office Delve S4cE3fef-13a3-47hc-B074-75afEcE558Ta
Certiicates & secrets include all the permissions the applicat
App Studio for Microsoft Teams 21979c22-8b73-4aed-a4da-572ccddobs32
W :
Ifi Token configuration + addapermission +/ Grant ad Microsaft SharePeint Online - SharePoint Home dead8s5d-9257-4521-addc-bae3e137b345
APl permissions APl / Permissions name Office Agent Service 5223545¢-3ebd-400f-b668-8d78550d776
a
Expose an APl " Microsoft Graph (3) Office 365 Search Service 66a88757-258c-4C72-893 c-3eBbed4d6ass
5
& App roles | Preview Files Read.All Windows.Azure.DeviceRegistration 01cb2876-Tebd-4aa4-9ccd-d28bd4d350ad
E omners Files ReadWrite All Skype and Teams Tenant Admin AP| 48ac35b8-93a8-4d74-027d- 114214206239
#  Roles and administrators | Fr.. UserRead Mierosoft Customer Engagement Portal 71234dad-ba2f-4290-bBec-5e62652e5007
[ Mandest . Cortana at Work Bing Services 22475791-06¢2-4baa-89d2-¢844486a0bod
% . s N
12. In the search box type “Office 365 Exchange Online”.
Home > App registrations > test app registration Request API permissions X
- test app registration | API permissions #
Select an API
2 n ) G ,
2 search (Ctri+)) « () Refresh &7 Got feedback Microsoft APls  APls my organization uses My APls

B overview -
@ Successully granted admin consen  Apps in your directory that expose APIs are shown below

& Quickstart

2 Office 365 Exchange Online

# Integration assistant

@ The “Admin consent required” colu MName Application (client) ID
the value in your organization, or it
Manage

Office 365 Exchange Online 00000002-0000-01f1-c200-000000000000

= Branding

13. Click Office 365 Exchange Online from search results.
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14. Click Application Permissions.
15. Add the following permissions. Refer Steps 5 to7 to add permissions.

“ Office 365 Exchange Online ()
full_sccess_as_app Application  Use Exchange Web Services with full access 1o all mail.. ves @ Granted for Remote Bac,, +=+
Mail Read Application  Read mall in all mailboxes ves @ Gronted for Remote Bac,, +++
Mail ReadWrite Application Read and write mail in all mailboxes Yes @ Granted for Remote Bac,,, *++
MailboxSettings.Read Application  Read all user mailbox settings Yes @ Grented for Remote Bac,  *++
Mailbo:Settings. ReadWrite Application Read and write all user mailbox settings Yes @ Granted for Remote Bac, *++
User Read All Application  Read all users' full profiles Yes @ Granted for Remote Bac,,, +++
User.ReadBasic All Application _Read all users' basic profiles Yes @ Grented for Remote Bac

- Full_access_as_app

) Mail.Read

) Mail.ReadWrite

- MailboxSettings.Read

- MailboxSettings.ReadWrite
) User.Read.All

.

User.ReadBasic.All

16. After adding all the permissions, the admin consent should be granted for all the
selected permissions. Click “ Grant admin consent for user”. Refer step 9.
17. The APl permissions are added.
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